OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Canencrsennoro komurtera Poccuiickoi Meepanmm
no Pecnydnuke MopaoBus

IIamaTka ""Kak He cTaTh :KepTBOIl KHOepnpecTyNHUKA''

Te.necbonnoe MOIICHHU4Y€CTBO

TenedoHHOE MOIIEHHUYECTBO U3BECTHO JABHO — OHO BO3HMKJIO BCKOPE MOCJIE MaCCOBOTO
pacnpocTpaHeHus1 JOMAIIHUX TeJIe(pOHOB.

B Hacrosiee BpeMsi, Korjia MyUpoOKO UCTIOIb3YIOTCSI MOOUIIbHBIE TeJeOHBI U TUYHBII HOMEp MOXKeT
OBITB Y BCEX, OT JECATUIIETHETO peOEHKA 0 BOCBMUJIECATHIIETHETO TICHCUOHEPA, CITyJan
Tes1e(hOHHOTO MOIIIEHHUYECTBA PACTYT C KaXKAbIM T'OJIOM.

Yaiie Bcero B ceTu Te)'[eq)OHHLIX MOIIICHHHUKOB IOIAAal0TCs MOKUIIbIC NJIW JOBEPYUBBIC JIIOIU. HpI/I

9TOM Ka)K,HLIfI YEJIOBEK MOXKET CTaTh )KCPTBOI/UI MOIIECHHUYECTBa, €CJIK HE 6y,H€T CJI€OOBATD ITPOCTBIM
IpaBUJIaM 6e3omacHoCTH. OCHOBHBIE CXEMBbI TCHC(bOHHOFO MOIICHHUYECTBA:

1. Ob6man no meaegporny: mpedosarue eolkyna
KAK 9TO OPI'TAHM30OBAHO: Bam 3BOHAT ¢ HE3HAKOMOI'0 HOMepa. MOIIIEHHUK MPeCTaBIISIeTCS
POJICTBEHHHKOM WJI 3HAKOMBIM U B3BOJIHOBAaHHBIM T'OJIOCOM COOOIIIAET, YTO 3a/IepKaH

COTPYAHUKAMU IIOJIMIIHUU U OOBHUHEH B COBCPILICHUMA TOT'O UJIM MHOT'O MPECTYIUICHUA.

1o moxeT ObiTh [ITII, XpaHeHue opy:Kusi WIM HAPKOTUKOB, HAHECEHUE TSKKUX TETeCHBIX
TOBPEXICHUI U JJake YOUICTRO.

Jlanee B pa3roBoOp BCTYMAeT SIKOOBI COTPYJHUK MOJAITUH.
OH yBepeHHBIM TOHOM COOOIIIAET, YTO YK€ He pa3 MOMOTal JIIOASM TakuM odpazoM. s pereHus
BOIpPOCa HEOOXOAKUMA ONpe/ieIeHHas], JOCTATOUYHO KPYIHasi CyMMa JEHer, KOTOPYIO CIeayeT

MIPUBE3TH B OTOBOPEHHOE MECTO WJIU MepeaaTh KAKOMY-JIMOO YeIOBEKY.

HA CAMOM JIEJIE TIPOUCXOIUT CJEAYIOHIEE: B opranu3zaiun ooMaHa 1o tejiedoHy ¢
TpeOOBaHUEM BBIKYIIA YYACTBYIOT HECKOJIbKO MPECTYITHUKOB.

3BOHHH_[I/Ifl MOKET HAXOOUTHCA KaK B UCIIPABUTECIIbHO-TPYJOBOM YUYPECKIACHUU, TAK 1 HA CBO6OI[C.
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HaGupas TenegoHHble HOMEpa HayraJl, MOIIEHHUK IPOU3HOCUT 3arOoTOBJIEHHYIO (hpasy, a janee
AeucTByeT 1o odcrositeNbeTBaM. Hepeliko kepTBa cama ciiy4ailHO MOJCKa3bIBaeT UM TOTO, O KOM
OHa BOJIHyeTCH.

Ecnu xepTBa npecTyruieHus mojianach Ha 0OMaH M COTJIaCHIach MPUBE3TH YKA3aHHYIO CYMMY,
3BOHSIIUI HA3bIBAET aJipec, KyJa Hy:KHO Ipuexath. YacTo MOIIEHHUKY MPeAsiaraioT CHATh
HEJIOCTAIOIIYI0 CYMMY B OaHKE M COITPOBOXKIAIOT KEPTBY JIMUHO.

MollleHHUKY CTapaloTCs 3aIyrarth )KEPTBY, HE JaTh €l OIOMHUTBCS, TOITOMY BEYT HEIIPEPHIBHBII
Pas’roBOp C HEH BIUIOTH JI0 MOJIyYEHUS JIEHET.

ITocne Toro kak rpaxJaHuH OCTABJIACT JEHBI'M B YKA3aHHOM MECTE UM KOMY-TO UX MIEPEHACT, EMY
COO6IIIaIOT, A€ OH MOXET YBUICTb CBOCTO POACTBEHHUKA UJIM 3HAKOMOTIO.

KAK ITOCTVYIIATb B TAKOW CUTY ALIN: TTepBoe 1 camoe IJIaBHOE MPaBHIIO — IIpepBaTh
PasroBOp U MEPEe3BOHUTH TOMY, O KOM UAET peub. Eciu TenedoH OTKI0YEH, MOCTapalTech CBSA3aThCS
C €ro KoJIJIeraMu, Ipy3bsIMU U POJCTBEHHUKAMU JIJIsl yTOUYHEHUST TH(POPMAIIUH.

XoTs1 6eCIOKOMCTBO 32 POJCTBEHHUKA WM OJIM3KOTO YesIOBEKa MEIIaeT MBICIUTh 3[[PaBO, ClIeIyeT
MOHUMATh: €CJI HE3HAKOMBIN UeJIOBeK 3BOHUT Bam 1 TpeOyeT MpruBe3TH Ha HEKUH apec JeHEKHYIO
CYMMY — 3TO MOILIEHHUK.

Ecmu Bbl nosryumiv 3BOHOK OT IKOOBI OJIM3KOTO POICTBEHHUKA UJIM 3HAKOMOTO ¢ MH(OpMAIUEH O
TOM, YTO OH IOTAJI B HETIPUSITHYIO CUTYAIIHMIO, B Pe3yJIbTaTe KOTOPOU €My IpO3UT BO30YK/IeHHE
YrOJIOBHOTO fIeJia, U €CJIN 3BOHSAIINI MPOCUT MepeiaTh B3ATKY SKOOBI COTPYAHUKY

MPaBOOX PAHUTEJIbHBIX OPTraHOB, TOTOBOMY YPEryJHpOBaTh BOIPOC, CIIEAYET 3a/IaTh YTOUHSIIOIINE
BOITPOCHI: «A Kak s BRITJISIKY ?» win «Korja u rjie Mbl BUJEIUCh MOCIeIHUN pa3?», T.e. 3a/1aBaThb
BOIPOCHI, OTBETHI HA KOTOPBIE 3HAETE TOJBKO BBI 004.

Ecnu BbI pasroBaprBaeTe SIKOOBI C IPEACTaBUTENIEM MTPABOOXPAHUTEILHBIX OPTaHOB, CIIPOCUTE, U3
KaKoro oH otaeseHus nomuiyu. [Tocne 3BoHKa cienyet HaOpaTh «02», y3HaTh HOMEp AEKYpPHON
YacTH JAHHOT'O OTAEJIEHUs1 U TIOUHTEPECOBATHCS, AEUCTBUTEIBHO JIU POJCTBEHHUK UM 3HAKOMBbIN

JOCTaBJIeH TyJa.

Crnenyer 3HaTh, UTO TpeOOBAHHUE B3SATKH SIBJISIETCS MPECTYIUICHUEM.

1. SMS-npocvba o nomousu

SMS-co00111eH1 s TO3BOJISIIOT YIIPOCTUTh CXeMy oOMaHa 1o Tenedony. TakoMmy BapuaHTy
MOIIIEHHUYECTBA OCOOEHHO TPYJHO MPOTUBOCTOSITH MOXKMIIBIM MM CIIMIIIKOM IOHBIM BJIQ/IENIbIIAM
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TesiehoHOB. JIOMOJHUTENILHYIO OMTACHOCTh MPECTABIISIIOT YIPOCTUBIIIMECS] CXEMBI TIEPEBO/Ia JIEHET Ha
CYET.

KAK 9TO OPTAHU30BAHO: AGoHeHT nosiy4aeT Ha MOOWIIbHBIN TeaeoH cooOmeHune: «Y MeHst
npo6iemsl, kb 900 pyOsieit Ha 3TOT HOMep. MHe He 3BOHHM, IIepe3BOHI0 cam». Hepeako
n00aByIsieTcs1 OOpallleHHe «MaMax», «IPyr» WU JIpyrHe.

KAK ITOCTYIIATh B TAKOI CUTYALUU: TToxwieiM T0IAM, JETSAM U IOJPOCTKAM CJIeTyeT
00BSACHUTH, 4TO HA SMS ¢ He3HAKOMBIX HOMEPOB pearupoBaTh HEJIb3s1, 3TO MOTYT ObITh MOIIIEHHHUKH.

1. Teaegonmwlii Homep-zpadbumens
Pa3BuTHE TEXHOJIOTUI ¥ CEPBUCOB MOOWILHOM CBSI3U YITPOIIAET CXeMbl MOIIIEHHUUYECTBA.
KAK 9TO OPTAHU30BAHO:

Bam npuxoaut SMS ¢ npocb00#i epe3BOHUTH HA YKa3aHHBI HOMEpP MOOMIJILHOTO TesiehoHa.
[Tpockba MoxkeT ObITH 0OOCHOBAHA JII0OOH PUYNHON — TIOMOILb APYTY, U3MEHEHHe TapudOB CBSI3H,
npo0IeMBI CO CBsA3bIO WM ¢ Baieit 6aHkOBCKoM KapToi M Tak jaanee. [Tocie Toro kak Bel
nepe3BaHuBaeTe, Bac nonro aepxar Ha muHuK. Korza sto Hagoeaaer, Bol oTkIIOUaeTech — u
OKa3bIBaeTcs, 4To ¢ Bamero cuéra crivcansl KpyIHbIE CYMMBI.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

CyniecTByIOT CEpPBHUCHI € IIATHBIM 3BOHKOM. Yalle BCero 3To pa3BileKaTesIbHbIE CEPBUCHI, B KOTOPBIX
YCJIYTY OKa3bIBAIOTCS O TeJIE(POHY, M JOMOJHUTEIBHO B3UMAETCs IUlaTa 3a caM 3BOHOK. Pekiama
TaKUX CEPBUCOB Bceraa MH(POPMUPYET O TOM, YTO 3BOHOK IUIATHBII.

MOoIIIeHHUKH PErHCTPUPYIOT TAKOM CEPBUC U PACIIPOCTPAHSIIOT HOMEp Oe3 MpeaynpeKaeHHs O
CHSATHU IIJIATHI 32 3BOHOK.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

He 3BOHUTH 1O HE3HAKOMBIM HOMepaM. DTO €IMHCTBEHHBIN crIoco0 00e30macuth cest OT
Tesie)OHHBIX MOIIIEHHUKOB.
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1. Teaegponmwie supyceol.

OueHb YacTo Ucnosb3yeTcs (popma MOIIEHHUYECTBA C UCIIOJIb30BaHUEM Tesie(pOHHBIX BUpycoB. Ha
TenedoH aboHeHTa MPUXOAUT COOOIIEHHe cleayiero Buaa: «Bam npumo MMS-coobimenue. s
MOJIyYEHHU ] IPOUINTE MO CChLUIKE...».

[Tpu nepexoze No yka3aHHOMY aJpecy Ha TeJae(OoH CKauuBaeTCs BUPYC U IIPOUCXOJUT CIIUCAHUE
JEHEXHBIX CPEICTB C BAILIEro CYeTa.

Jpyroii BUJ MOIIEHHUYECTBA BBITJIAAUT Tak. [IpH 3aka3e Kakon-1u00 yciayru yepes3 sKoObl
MOOMJIBHOTO OTIEpaTOpa WU MPHU CKAYMBAaHUK MOOUJIBHOTO KOHTEHTa AOOHEHTY MPUXOAUT
npenynpeskieHue Busa: «Bel cobnpaeTech OTIpaBUTh COOOIIEHHE HA KOPOTKUI HOMED ..., AJIS1
MOATBEPKIEHUSI OTIePaLliK, OTIpaBbTe coodIeHue ¢ udpoii 1, ans ormensl ¢ ugpoit 0». [pu
OTIpaBKe MOATBEPKAEHHS, CO CueTa a0OHEHTA CITUCHIBAIOTCS IEHEKHbIE CPEICTBA.

MOoI1I€eHHUKH UCTIONB3YIOT CIIELMaIbHbIE IPOrPaMMBbl, KOTOPBIE ITO3BOJISAIOT ABTOMAaTUYECKU
reHepUpPOBAaTh THICSYM TaKUX coolmeHnid. Cpasy rocie nepeBoja JieHer Ha (hasbIIUBBIA CYET OHU
CHUMAIOTC ¢ TesedoHa.

He cneayer 3B0OHUTH IO HOMEpPY, C KOTOPOTo oTHpasieH SMS — BloJIHE BO3MOKHO, YTO B TOM
citydae ¢ Baiero tenedona OyeT aBTOMaTUIECKH CHSATA KPyITHas CyMMa.

5. Buiuzpwuu 6 nomepee.

B cBs13u ¢ ipoBeIcHNEM BCEBO3MOKHBIX PEKJIAMHBIX aKI[Hi, JIOTEPEH U PO3BITPHIIIEH, OCOOEHHO C
y4acTUEM PAJMOCTAHIINK, MOIICHHUKH YaCTO UCIIOJIb3YIOT MX JJISl IPUKPHITUS CBOEH JESITEIbHOCTH U
oOMaHa JIoIen.

«Bol nobeounu, cooouume Koo kapmel sKcnpecc-onaamsl». Kaprouku sKCrpecc-oriaTel yIpoCTUIN
MpOLEelypy 3aUUCICHUS] IEHEeKHBIX CPE/ICTB Ha CUET, HO OJHOBPEMEHHO U OTKPbUIM HOBbIE
BO3MOKHOCTH 151 MOIIIEHHUKOB.

KAK 9TO OPTTAH1U30BAHO:

Ha Bam MmoOuiibHBIH TesiehOH 3BOHUT SIKOOBI BELyIINI TOIYJISIPHON PaJriOCTAaHIIMK U TIO3PABIISIET C
KPYIHBIM BBIMTPHIILIEM B JIOTEpEE, OPraHU30BaHHON PaiMOCTAHIIMEN 1 OIIepaTOPOM MOOHMIBHON
CBSI3U. DTO MOXeT ObITh TeiepOH, HOYTOYK WM J1ake aBTOMOOWIb. UTOOBI MOTy4UTh MPH3,
HEoOXOJMMO B TeUe€HHE MUHYTHI JO3BOHUTHCS HA PaJHOCTAHIIMIO.

[epe3BoHuBITIIEMY aOOHEHTY OTBEYAET COTPYIHHUK «IIPU30BOTO OTIEa» W MOJPOOHO OOBSCHSIET
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yCJIOBUS UTPHI:
- IPOCUT IPEJCTaBUTHCS U HA3BATh O[] POKACHUS;
- TPAaMOTHO yOe:K/I1aeT B YeCTHOCTH aKIIMK (HUKAKMX B3HOCOB, IEPEUTPOBOK H T.11.);

- CIIpalInBacT, MOXKET JIN AOOHEHT MEPEBECTH HA CBOU HOMEP ACHEKHBIC CPEACTBA C KAPThI SKCITPECC-
OIIAThI HA OIIPEACIIEHHYIO CYMMY |

- OOBSICHSIET, YTO B TEUEHHE Yaca HEOOXOAUMO TOATOTOBUTh KAPThl IKCIIPECC-OILIATHI JIIOOTO
HOMMHAJIa Ha YKA3aHHYIO CyMMY U €llle pa3 Nepe3BOHUTH ISl PETUCTPALIMU U [IPUCBOEHUS
MEePCOHAILHOTO HOMeEpa MoOeAnTes1, COOOIaeT HOMEP, Ky1a HaJIo NePEe3BOHUTD;

- MOSAICHSIET MOPAAOK NOCIeIYOIMX AeUcTBUM 1715 nostydenusd npusa: ¢ 10.00 go 20.00 takoro-to
yrcia abOHEHTY HEOOXO0IMMO C MaclopToM, MOOMIIBHBIM TeJ1e(pOHOM M TPUCBOESHHBIM
MePCOHAILHBIM HOMEPOM TPUOBITh TI0 YKa3aHHOMY afpecy isi obOpMIIEHHS paIOCTHOTO COOBITHSI.

Ecnu no kakuM-To mpuunHaM aOOHEHT He CMOKET B TEUeHHUE Yaca KYIUTb IKCIPecc-KapTy, TO BCe
PaBHO JIOJIKEH MMO3BOHUTH [IJI51 COIJIACOBAHUS JAJILHENIINUX JIEACTBUM.

3areM MOIIEHHUK OOBSICHSET MOPSAOK aKTUBALIMK KapT: CTEPETh 3alUTHBINA CJION; TO3BOHUTD B
NIPU30BOM OT/IENT; IPY MEPEKTIOUYSHUH Ha OllepaTopa — COOOLIUTh CBOM KOJIBI. SIKOOBI orepaTop ux
AKTUBHMPYET Ha HOMEp aOOHEHTa, a MPU30BOM OT/IENI KOHTPOJIMPYET MPABUIBHOCTD €ro AeWCTBUM,
TI0CJIE Yero MpUCBauBaeT eMy MEePCOHAbHBII HOMED, C KOTOPBIM «II0OEUTENb» J0JIKEH €XaTh 3a
IIPU3OM.

Ho ecnu Bbl npeyioxkute caMoCTOsTEIbHO aKTUBMPOBATH KAPThl HA CBOM HOMEP M MpUeXath C
JOKa3aTeIbHbIMU JIOKYMEHTaMH U3 COTOBOW KOMIIAHUU, TO 3TO OOBSABAT HAPYIIEHUEM MPaBUII
PEKJIaMOi aKIUH.

Hcnionp3yloTcst ¥ Apyryue BapruaHThl MOIIIEHHIYECTBA. BaM MOXET MOCTyNnUTh 3BOHOK OT SIKOOBI
MpeICTaBUTEIS Ballled COTOBOM KOMIIAHUH, KOTOPBIU MPEIJIOKUT IMONOJHUTh CYET KAPTOUKON
sKcnpecc-oruiaThl. Ho mpeskie uem coBepiuTh oruiaTy, Bl 1OKHBL OyeTe cCooOIMTh OnepaTopy
snysbli [IMH-ko1, nepe3BOHMB HA ONPEEIEHHBIA HOMEP.

HA CAMOM JIEJIE TIPOUCXOUT CJIEIYIOIIEE:

3ajaya MOLIEHHUKOB — BbIHYUTh Bac KynmuTh KapThl SKCIPECC-OIUIaThl HA KPYITHYI0 CyMMY U
COOOIIUTD JIMYHBIN KOJ C 3TUX KapT. DTO MO3BOJIUT 3JI0YMBIIUIEHHUKAM MPUCBOUTH CPEICTBA C ITUX
kapr. [Ipu3 u «modena» — npuMaHka, MpU3BaHHASI YCHIUTH Ballle BHUMaHUE W OAUTETbHOCTb.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:
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AKTHBHPOBaTh KaPTOUKH IKCIIPECC-OIUIATHI CIELyeT UCKJIIOUUTEIbHO Yepe3 ClieuaIbHbIil KOPOTKUI
HOMED, YKa3aHHbII Ha KapTOUKE, a IMYHbIA KOJl HUKOMY HUKOIAa He cooOrmaercs. Beé aTo ykazaHo
Ha KapTe 3KCIPEeCC-OILIaThl — U B IIEPBYI0 OYEPEIb HAZIO CIE0BATh 3TUM npaBuiaM. Eciu Bam
MOCTYIIWJIO MPEMAJIOKEHUE OT PAJUOCTAHIMU AKTUBUPOBATH KAPTOUKH IKCIIEPECC-OIIAThI — HE
BepbTe. PajimocTanim HUKOTJa He TpeOyIoT aKTUBUPOBATh KAPTOUYKH SKCIIPECC-OIUIATHI MTPU
[IPOBEJICHUU JIOTEPEU.

«Bul ebiuzpanu mamuny, HYHCHobl OeHb2U 051 €€ OPOPMAECHUS».

Berpeli npu3a MOXET CTaTh HE TOJbKO IPUMAHKOM, HO U TOBOIOM 3aTpe0oBaTh NIEpeunCIIeHUs
KPYIHBIX JEHEKHBIX CPEJCTB SKOOBI 7151 OpOPMIICHHST HYKHBIX TOKYMEHTOB.

KAK 9TO OPTAHM30BAHO: Ha Bai MoouibHbIN TeeOH — Kak MPaBUIO, B HOUHOE BPeMs —
npuxoaut SMS-coollieHre, B KOTOpOM FOBOPUTCSI O TOM, YTO B pe3yJibTaTe MPOBEIEHHON JIoTeper
Bbl BBIUrpaim aBTOMOOWITH KaKON-TMOO0 U3BECTHOW MHOCTPAHHON MOJIeN U MapKu. [l yTouHeHUsI
BCex JAetanell Bac mpocsT moceTuTh onpe/ieIeHHbIN CAalT U O3HAKOMUTBCS C YCJIOBUSIMU aKIIUU JIUOO
MO3BOHUTH 110 OJJHOMY M3 YKa3aHHBIX TeJe(DOHHBIX HOMEPOB.

Bo Bpemst pa3roBopa MOIIEHHUKH COOOIIAIOT O TOM, YTO HAaJO BBHIMIOJIHUTH HEOOXOJUMBbIE
(popmasbHOCTU: YIUIATUTH TOCIIOUUIMHY U 0O(DOPMUTh HEOOXOAUMBIE JOKYMEHTHI. [J1s1 3TOro
HE0OXOJUMO NEPEUHCIIUTh HA CYET CBOET0 MOOWJIBHOTO Tesle(hOHA KPYITHYIO CYMMY (HECKOJIBKO
IECSITKOB ThICSIY pyOJIeii), a 3aTeM HaOpaTh ONpeAeIeHHYI0 KOMOMHAIMIO IIU(MP U CUMBOJIOB SIKOOBI
JJ1s1 IPOBEPKU MOCTYIUIEHUS IEHET Ha CYET U MOJIyYeHHs «KOJA PErucTpaLm.

HA CAMOM JEJIE TPOUCXOOUT CJEOYIOIIEE: KomOunaius 1iudp ¥ CMMBOJIOB, KOTOPYIO
Br1 HaOupaeTe, Ha caMOM JieJie sSIBJIIeTCSl KOJOM, OJlarofapsi KOTOpOMY 3JIOYMBIIUICHHUKY TTOJTyYaloT
JOCTYI K MepevrciIieHHbIM cpelicTBaM. Kak Tosibko Ko/ HaOpaH, JIeHbIM MIePEeBOATCS Ha MOOUITHHBIN
CYET 3JIOYMBIIICHHUKOB, 8 MOIIIEHHUKHU MCYe3al0T B HEU3BECTHOM HallpaBJICHUU.

KAK ITOCTYIIATh B TAKOI CUTYALIU: Ecnu Bam cooOmmumim o IpoBeJeHUH JIOTEPEH TOJIBbKO
B MOMEHT «BBIMT'PHIIIIa», U IIPU 3TOM paHee Bbl He 3aroiHsIIM 3a5BKY Ha yyacThe B HEW U HUKaK He
MOJTBEPIK/IAJIM CBOE y4JacTHe B PO3BITPHIIIE, TO, BEPOsITHEE BCero, Bac meITaloTcsi 0OMaHyTh.
OdopmiieHre TOKyMEHTOB U y4acTUe B TAKUX JIOTePesiX HUKOTa He MPOBOJUTCS TOJBKO MO
tesneony u MHTepHeTy.

IIpocmoii k00 om onepamopa cés3u.

KAK 3TO OPTAHM30BAHO: Bam noctynaet 3B0HOK JI0OO IpuxoautT SMS-coobieHne skoObl OT
COTPY/IHUKA CITyKObl TEXHMUECKOU MOIep KKK Bariero oneparopa MOOWIBHON CBSI3U.

O60cHOBaHMS 3TOTO 3BOHKA Wi SMS MOTYT OBITh CAMBIMH Pa3HBIMU:
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-IIPEIJIOKEHHE MOAKIIOYUTh HOBYIO SKCKJIIO3UBHYIO YCIIYTY;

- JUTS TIepeperucTpaliiy BO n30ekaHre OTKIIIOUSHHS CBSI3U U3-32 TEXHUYECKOTo cOO0s;
- IUT YIy4IIeHUsI KAYeCTBA CBA3M;

- IPEJIOKEHUE TTPUHATh YYaCTHE B aKIIMM OT BAILIErO COTOBOTO OIEPATOpa;

- 151 3amuThl oT CITAM-paccbuiku u ap.

Bawm npepnaraercst HabpaTh O[] TUKTOBKY KOJ WM cooOieHne SMS, KoTopoe MOAKTIOYUT HOBYIO
YCIIYTY, YAYYIIAT KAYeCTBO CBSI3U U T.I1.

HA CAMOM JEJIE ITPONCXOIUTCIIEAYOLIEE: Koa, kotopsiii Bam npeaioxat oTrpaBuTh,
SIBJISIETCS. KOMOMHAITMEH ISl OCYIIIECTBIIEHUSI MOOMIILHOTO TIepeBO/ia ICHEeKHBIX CPEJICTB CO CUeTa
aOOHEHTa Ha CYeT 3JIOYMBIIUICHHUKOB. Kak TOJIbKO BbI ero Habepéte, Bam cuér Oyaer onmycTomeéH.
Huxkakas ycimyra He OyJieT MoJIKJII0UeHa.

KAK TIOCTVTIATb B TAKOW CUTY ALIU: moGas ynpomgHHas mpolieaypa W3MeHeH s
TapuU(HBIX MJIAHOB BHIMJIUT MOA03pUTEIbHO. He JieHuTech nepe3BaHuBaTh CBOEMY MOOMIIBHOMY
orneparopy Jisl YTOUHEHUsl YCJIOBUI.

SMS-coo0b1iennst MOryT ObITh caMbiMU pa3HbIMH. CoBeTyeM BaM KpUTHUECKH OTHOCUTBLCS K TAKMM
COOOILEHHSIM U HE CIIEIIUTb BBIIOJIHUTD TO, O YeM NpocAT. Jlyullle M03BOHUTE ONEPATOPY CBA3M,
y3HaiiTe, Kakasi CcyMMa CIMILIETCS ¢ Balllero cyeTa npu oTipaBke SMS miiy 3BOHKE Ha YKa3aHHBIN
HOMeED, 3aTeM cooOLuTe o npuienmeil Ha Bam tenedon nngopmanun. Oneparop onpeaesuT Toro,
KTO OTHpaBiseT 3T SMS u 3a0JI0KHpyeT ero akKayHT.

LlImpagbrvie cankyuu u y2po3a OMKAIOUEHUs. HOMepPQ.

KAK 9TO OPTAHN30BAHO: 310yMbIIUIEHHUK TIPEACTaBIAETCS COTPYAHUKOM CITyKOBI
TEXHUYECKOH MOAJEPIKKH OrepaTopa MOOMIBHOM CBS3M M COOOIIAET, YTO MPOU3OIILIO HApYIIeHE
YCJIOBHIA OTOBOpA:

- aOOHEHT CMEHWJT Tapu(pHBII TUIaH, HE OTIOBECTHB OIIEepPaTopa;

- HE BHEC CBOEBPEMEHHO OILJIATY;

- BOCIIOJIb30BAJICS YCIIyraMy pOyMUHTa Oe3 TpeiypexkIeHUs U TaK jJajee.

YrtoObl MpeJOTBPaTUTh OTKJIIOYEHHE HOMepa, Bam npejnaraercs:
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- KYIHTh KapThl 9KCIPECC-OIUIATHL ¥ COOOIIUTH UX KOJIBI;

- IEPeBEeCTU Ha CBOW HOMEp cyMMy ITpada u HabpaTh KOJI;

- IEPEBECTHU CPEJCTBA HA YKA3aHHBIA HOMEP.

[Tocne aToro Bol sKOOBI CMOXETe JOKa3aTh CBOIO HEBUHOBHOCTh U TIPY 3TOM COXPAHUTE CBOM HOMEP.

HA CAMOM JEJIE TPONCXOOUT CJIIEQAYIOUIEE: IMosk3ysick Tem, uto TenedoH Bam HyxeH
MOCTOSIHHO U MOTePsi HOMepa MOKET CTaTh AJis1 Bac Kputnueckoil, MollieHHUK 3anyrusaet Bac. B
pe3yJsibTaTe OH MOJy4aeT BO3MOXKHOCTb IPUCBOUTH ceOe Baim cpeicTBa — ¢ KapT 9KCIpecc-OIIaThl
OO0 HAIPAMYIO CO cuéTa TesedoHa.

KAK TIOCTVYTIATDH B TAKOM CUTYALIMU: Creyer nepe3BOHUTb CBOEMY MOGHILHOMY
orepaTtopy [yist yrouHeHusi ycioBuil. [lomHute, uto y Bac, Kak y moTpeOuTesst yciayr CBsi3u, €CTh
IpaBa, KOTOpbIE 3aIlMINATCs 3aKoHOM. Hukakoil onepaTop cBsi3u He MOXKeT TpeOOBaTh
BBIIUIAYMBATh eMy Tpadsl 10 TeX Mop, noka Baia BuHa He OyJeT 1oKa3aHa.

Owubounblii nepesod cpedcmas

KAK 9TO OPTAHN30BAHO: Bam npuxoautr SMS-coo0iiieHre o MOCTYIUIEHUN CPEJICTB Ha CUeT,
NepeBeIEHHBIX C IOMOIIBIO ycryru « MoOWIIBHBIN MepeBoi» MO0 ¢ TepMHHaIa oruiat yeuyr. Cpazy
TIOCJIe 3TOTO MOCTYMaeT 3BOHOK ¥ Bam cooObiiator, uto Ha Bamn cyer omm60o4HO niepeBeieHbl ISHbIH
¥ TIPOCAT BEPHYTh MXOOPATHO TeM ke «MOOMIBHBIM MePeBOOM» JTMOO MEPEeBECTH Ha «IPaBHIIbHBIN»
HoMmep. Bel mepeBoguTe, rociie 4ero takas ke cymMma CIuceiBaercs ¢ Baiero cuéra.

HA CAMOM JEJIE ITPOUCXOOUT CJEAYIOHIEE: Yto6s BO BTOPO# pa3 crvcaTh CyMMY C
Barmero cuéra, 3710yMBIIUIEHHUK UCIIOJIB3YET YeK, BBIJAHHBIN TP iepeBojie ieHer. OH oOpamiaercst
K OIepaTopy C 3asiBJIeHHEM 00 OIMOOYHOM BHECEHUH CPEICTB U MPOChOOii IepeBeCTH UX Ha CBOM
HoMmep. To ecTb NepBblit pa3 Bbl nepeBoauTe IEHBIU MO €ro MpochOe, a BO BTOPOU pa3 OH MOJyYaeT
UX IO ITpaBUJIaM BO3BpaTa CpeJCTB.

He cnenyer nonnaBatbest Ha oOmaH. Eciu Bac mpocsat nepeBectu sKOObI OIIMOOYHO MEPEBEAEHHYIO
CyMMY, HallOMHHUTE, 4YTO AJIs1 ITOTO UCIOJb3yeTcsl YeK. OTroBOpPKa, YTO «4YeK MOTEepPsH» CKOpee BCEro
CBUJETEJbCTBYET O TOM, UTO ¢ Bamu 00111aeTcsi MOIIEHHHUK.

Hocmyn k SMS u 360HKam
MHorue moau X0Ts Obl pa3 B )KM3HU UCIIBITHIBAIIM JIIOOOIBITCTBO IO OTHOIIEHUIO K YaCTHOW KU3HU

CBOUX POJICTBEHHMKOB M 3HaKOMbIX. MoOWIbHAS CBS3b, (PUKCUPYs] SMS U 3BOHKM, JAET JI0KHOE
OLLYHIEHUE, YTO KaX/Ibl MOXKET CTaTh IIIMMOHOM. V1 MOIIEHHUKY MOJIb3YIOTCS STUM.
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KAK 9TO OPTAHU30BAHO: B NnTtepHeTe unm rpecce myOarKyeTcs: OObsIBJIEHUE, B KOTOPOM
Bawm npenaraercs u3yuuth cogep:xxanue SMS-cooOIIeHN U CIMCOK BXOJAIIMX U UCXOAIINX
3BOHKOB HMHTepecyloliero Bac abonenra. [[jis1 3Toro HeoOX0JMMO OTIIPaBUTH COOOIEHNE
croumocTbio oT 10 1o 30 py6. Ha yka3aHHBII KOPOTKHMIA HOMEp U BIIMCATh B Mpeaaaraemyio (popmy
HoOMep TesiehoHa AOOHEHTA.

HA CAMOM JEJIE [TPONCXOOUT CJIIEQAYIOIIEE: IMocne Toro kak Bel otripaBute SMS, ¢
Barnero cuera crimmieTcsi cyMMa HaMHOTO OOJIbIIIE TOM, UTO OblIa yKa3aHa MollleHHUKaMu — J10 500
pyoneii. Pazymeercst, uaTepecymoras Bac nHpopMaIus Tak ¥ He TIOCTyIaerT.

HpI/I 3TOM OOJIBLIITMHCTBO MOCTpagaBIINX HE 06pa1ua10Tc;1 B ITIOJIMIIUIO, HE KEJIasd IPU3HABATLCA B
KEJIAaHUU INIMAOHUTDL 3a APYT'UMH JIIOAbMU. B PE3YJIbTATE MOILICHHUKUN OCTAIOTCA Oe3HaKa3aHHBIMU.

KAK IIOCTVYIIATD B TAKOU CUTY AINU: npennoxeHre 0 NpeJoCcTaBIeHUH JaHHOW YCIyTH
SIBJISIETCS MOILIEHHUYECTBOM, TaK KaK TakKasl yClIyra MOXeT OKa3blBaTbCsl UCKJIIOUUTEIbHO
OIepaTopaMu COTOBOM CBSI3U U B YCTAaHOBJIEHHOM 3aKOHOM HoOpske!

MomeHnHnYecTBa ¢ 0aHKOBCKHMHU KapTamMu

BaHKOBCKast KapTa — 3TO MHCTPYMEHT JIJIsl COBEPIIICHUS IUIATEXEH 1 IOCTyNa K HAJTMYHBIM CPEACTBAM
Ha cu€re, He TPeOYIOIIHI ISl 3TOro MpUCYTCTBUS B OaHKe. Ho mpocToTa rcroib30BaHus OaHKOBCKUX
KapT OCTaBJIsSIET MHOXKECTBO JIa3eeK JIJIs1 MOIIIEHHUKOB.

KAK 3TO OPTAHU30BAHO: Bam nipuxoaut cooOieHre o Tom, 4yto Baiia 6aHKOBCKasi KapTa
3a0mokupoBana. [Ipennaraercs 6ecriaTHO O3BOHUTH Ha OIpeIe/IeHHbI HOMEp IS TIOTyYeHUsT
noApoOHON H(pOpPMAIIHH.

Korga Bel 3BoHuUTE 10 yKazaHHOMY TesieoHy, Bam cood1maoT o Tom, 4To Ha cepBepe, OTBEYaloIleM
3a 00CITy)KUBaHKME KapThI, TPOU3OIIENT COOM, a 3aTeM MPOCAT cooOmuUTh HoMep KapThl 1 [TMH-kox
IU1s1 ee MepeperucTparum.

HA CAMOM JEJIE TPOUCXOOUT CJIEAYIOHIEE: Yto6sl orpadbuts Bac, 3710yMbllIIEHHUKaM
HyXeH b Homep Bameii kaptel 1 [IMH-koa. Kak Tonbko Bel ux coodimre, AeHbru OyayT CHATHI C
Baiero cuera.

KAK TIOCTVYTIATb B TAKOI CUTY ALIU: He ToponuTech COOOIIATS PEKBU3UTHI BaIlei KapThi!
Hu oana opranuszanus, BKJIouas 6aHk, He BrpaBe TpeboBaTh Bam [TMH-kox! it Toro, 94ro0s!l
MIPOBEPUTH MOCTYNMUBILYIO HH(POPMALIUIO O OJOKUPOBAHUU KAPThl, HEOOXOAUMO MO3BOHUTH B
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KJIMEHTCKYIO Ci1y:kOy nojaepxku 6anka. Ckopee Bcero, Bam oTBeTAT, 4YT0 HUKAKKUX COOEB Ha
cepBepe He IPOUCXoauiIo, a Baiia kapra nmpoo/pkaeT o0cyKMBaThCsl OAaHKOM.

[MNH-KO/I — KJIIOY K BAIIIMM OEHbI'"AM. Hukorna u Hukomy He coodmaiite [TMH-kox Bareit
Kapthbl. Jlyuie Bcero ero 3anoMHuth. OTHOCUTECh K [ITMH-KOAY, Kak K K04y OT celida ¢ BallluMu
cpeacreamu. Henb3s xpanuts [IMH-ko psimom ¢ kaprtoil u Tem Oosee 3anuchiBath [IMH-ko1 Ha Heé
— B 9TOM ciydae Bbl 1axe He ycrieere 00€30MacuTh CBOU CUET, 3a0JJIOKMPOBAB KapTy MOCTIe KPaxu
WJIH yTEpHU.

BAIIIA KAPTA — TOJIBKO BAIIIA. He no3BosiiiTe HUKOMY MCHOJIb30BaTh Ballly M1acTUKOBYIO
KapTy — 3TO BCE paBHO YTO OTJATh CBOW KOLIEJEK, HE IEPECUUTHIBASI CYMMY B HEM.

HU Y KOI'O HET [TPABA TPEBOBATD BAIII ITMH-KO/I. Eciiu Bam 1o3BoHUM U3 KaKOW-THO0
OpraHM3alMy, WK Bbl MOTYYMIM MUCHMO T10 3JIEKTPOHHOM 1OYTe (B TOM 4KCIie U3 OaHKa) C
pOCckOOI COOOIUTD PEKBU3UTHI

kaptel 1 [ITMH-koz 1oj pa3anyHbIMU [IpeAJIOTaMu, He CIIEHIUTe e€ BhIIOJIHATh. [T03BOHUTE B
YKa3aHHYI0 OpraHU3alvio U cooOmmTe o JaHHOM (akTte. He mepexoauTe 1o yKa3aHHBIM B TIHCbMe
CCBUIKaM, TIOCKOJIbKY OHU MOTYT BECTH Ha CalThI-IBOMHUKU. [ToMHMTE: XpaHEHUEe PEKBU3UTOB U
ITNH-xoxaa B TaliHe — 3TO Ballia OTBETCTBEHHOCTh U 00A3aHHOCTb.

HEMEJJIEHHO BJIOKUPYUTE KAPTY ITPY EE YTEPE. Ecii Bbl yTpaTiim Kapry, CpOYHO
CBSIKUTECH C OAHKOM, BBIIABIIUM €€, COOOLIUTE O CIYUUBIIEMCS U CIIeyHTe UHCTPYKIUSM
COTpyzAHMKA OaHKa. [y aToro nepskure tenedoH OGaHKa B 3aMMCHON KHMKKE WM B CIIMCKE
KOHTaKTOB Baiiero moOuibHOro tenegosa.

[TOJIb3YUTECDH 3AIIMIIEHHEIMA BAHKOMATAMU. TTpu npoBeIeHHH OMepalyii ¢ KapToit
MOJIL3YHTECh TOJILKO TeMH OaHKOMaTaMM, KOTOPbIE PACIOIOKEHb B O€30MaCHbIX MECTaX U
000pY/IOBaHbI CUCTEMON BUICOHAOMIOCHUSI U OXPAHOMW: B FOCYIAPCTBEHHBIX YUPEKIECHUSIX, OaHKaX,
KPYITHbIX TOPTrOBBIX LIEHTPaX U T.J.

FpaxcaaHe, MOJIb3YIOueCAa OaHKOMaTaMu Oe3 BI/IIICOHa6)'IIOI[CHI/IH, MOT'YT IOABEPIrHYThCA
HarmaJACHUAM 3JIOYMBIIIJICHHUKOB.

OITACAMNTECH ITOCTOPOHHUX. Cogepinas orepaiyu ¢ IIaCTUKOBOW KapTOH, CIIeNTe, YTOOBI
PSAIOM He ObUIO MMOCTOPOHHUX JoAel. Eci 93T0 HEeBO3MOXKHO, CHUMUTE JIGHbIY C KapThl MO3kKe MO0
BOCIIOJNIB3YUTECh qpyrum OaHkomarom. Habupas [TMH-kon, MpuKphIBaiiTe KJIaBUATYPY PYKOM.
PekBu3uThl 1 mo0as poyast HHPOPMAIUA O TOM, CKOJIBKO Cpe/ICTB Bbl CHsM 1 Kakue nudpbi
BBOJIMJIM B OAHKOMAT, MOTYT OBITh MCITOJIb30BaHbI MOIIIEHHUKAMM.

BAHKOMAT JJOJIXXEH BbITb «YNCTbIM». Obpainaiite BHUMaHKe Ha KAPTOMPUEMHUK U
KJIaBuatypy 6ankomata. Ecii oHu 000pyI0BaHbl KAKUMHU-JIMOO TOTIOJTHUTEIBHBIME YCTPOICTBAMH,
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TO OT UCIOJIb30BAaHKS JAHHOTO OaHKOMaTa JIydllle BO3AEPKaThCsl U COOOLIUTh O CBOMX MOA03PEHUSX
10 YKa3aHHOMY Ha HEM TeJle(hOHY.

BAHKOMAT JOJIXEH BbITb ITOJITHOCTBIO UCITPABHDBIM. B ciiyuae HeKOppeKTHOI padoTh
OaHKOMara — eCJIi OH JIOJIFOe BpeMsl HAXOIUTCS B peKUMeE OKUAAHUS WM CaMOIIPOM3BOJIbHO
niepe3arpy:kaeTcsi — OTKaXUTECh OT €ro UCIMOJIb30BaHUsA. Besrka BeposTHOCTh TOro, YTO OH
NepenporpaMMHUPOBaH 3JI0YMbIIUIEHHUKAMHU.

COBETYUTECH TOJIbKO C BAHKOM. Hukorna ue npuderaiTe K MOMOIIM OO COBETaM
TPEThUX JIUII [TPU [TPOBEJICHUHN ONepaluii ¢ GaHKOBCKOM KapToi B OaHkomaTax. CBspkuTech ¢ Baiim
OaHKOM — OH 00s13aH MPEIOCTABUTH KOHCYJIbTAIIIOHHBIE YCIIYTH 110 padoTe ¢ KapTOou.

HE JOBEPSUTE KAPTY OPULIMAHTAM U I[TPOJIABLIAM. B TOProOBBbIX TOUKaX, PECTOPAHaX U
kade Bce JeiicTBuUs ¢ Baineil macTKoBor KapTol TOJIKHBI IPOUCXOAUTH B Bamiem npucyrctsun. B
MIPOTUBHOM CJIy4ae MOIIIEHHUKHU MOTYT IMOJIyYUTh PEKBU3UTHI Bailieil KapThl py MOMOIIU
CHelMaTbHBIX YCTPOICTB U UCMOIBb30BATh UX B JIaIbHEHINEM /1711 U3TOTOBJICHUS TTO/IEITKH.

IIpaBuna noBeaenusi B cetu UHTEpHET

3aimra oT BpeJOHOCHBIX MporpamMm MIHTEpHET Ha3bIBAIOT «MUPOM HOBBIX BOZMOKHOCTEM». Ho Tem,
KTO TOJIbKO MPHIIEN B 3TOT MUP, CJIEyeT BECTU ce0s1 OCTOPOKHO U CTPOTO CIIEA0BATh MpaBUIaM
noseneHus B Cetu. Kak u B peasibHOM Mupe, B IHTepHETe AeiiCTBYET MHOKECTBO MOIIIEHHUKOB U
IIPOCTO XYJIMTaHOB, KOTOPBIE CO3JAI0T U 3aIlyCKalOT BPEJOHOCHBIE MPOrpaMMBl. [Jisl 3a1UThI
MOJIb30BaTes el OT BPEJOHOCHBIX MPOrpaMM pa3padOTaHO MHOKECTBO JEUCTBEHHBIX KOHTpMep. Hamo
JIUIIIb 3HATh UX U CBOEBPEMEHHO UCTOJIb30BaTh.

Bpeoonocnuie npozpammel — modoe mporpaMmmHoe oOecriedeHre, KOTopoe MpeJHa3HAuYeHO IS
CKPBITHOTO (HE CAHKIIMOHUPOBAHHOIO) TOCTYIA K MePCOHAILHOMY KOMITBIOTEPY C 1IEJIbI0 XUIICHHU S
KOH(HICHIIMATBHBIX JAHHBIX, a TAKKe [T HAHECEHUS JII0OO0Tro BUjIa yiiepoa, CBA3aHHOTO C €ro

HCIIOJIb30BAHUEM.

Bce BpeJoHOCHBIE POrpaMMbl HEPEIKO Ha3bIBAIOT OIHUM OOIIMM CJIOBOM «BHpYChl». Ha camom siene
BPEIOHOCHBIE TPOTPAMMBbI MOKHO Pa3fieUTh Ha TPU I'PYIIIbL:

- KOMIIBIOTEPHBIE BUPYCHI;
- CETEBBIC YEPBH;

- TPOSIHCKHE MPOrPaMMBbI.
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KOMHLIOTCprIe BUPYCHI — 3TO MMPOrpaMmbl, KOTOPLIC YMCIOT pa3MHOKATbCA U BHECAPATH CBOWU KOITUU
B JIDYTYe MPOrPaMMBl, T. €. 3apax)aTh yxke cymecTByolue daiibl. OOBIYHO TO UCTIOTHSEMbIC
(aiinbl (*.exe, *.com) WM paisbl, copepxaime Makpornpoienyps (*.doc, *.xls), KoTopbie B
pe3yJibTaTe 3apakeHus CTAHOBSITCS BPEJOHOCHBIMHU.

KomnbioTepHbie BUPYCHI CYIIECTBYIOT 1aBHO. B mocnieaHee ke BpeMsi, Korjia KOMIbIOTEPhI CTaIn
00BETUHSATH B KOMITLIOTEPHBIE CETH, MOJIKJII0UaTh K VIHTEpHETY, B IOMOJIHEHHE K TPaJUIIMOHHBIM
KOMITBIOTEPHBIM BUPYCaM MOSIBUIMCH BPEJIOHOCHBIE MTPOrpaMMbl HOBOTO THIIA: CETEBbIE YEPBU U
TPOSIHCKHE TTPOrPAMMBI.

CerteBble UE€pPBU — 3TO BPEJOHOCHBIE ITPOrPaMMBbl, KOTOPBIE PAa3MHOKAIOTCS, HO HE SIBJISIIOTCS 4aCThIO
apyrux ¢aiioB, npeacTaBisis cOOON caMocTosiTeNbHbIe (hailiibl. CeTeBble YepBU MOTYT
pacrpoCTpaHAThCA 110 JIOKAIbHBIM ceTsM U MHTepHeTy (Harpumep, yepe3 3JeKTPOHHYIO IOUTY).
OcobOeHHOCTh YepBel — Upe3BbIUaiiHO ObICTpOe «pa3MHOXeHHe». YepBb Oe3 Baiero Begoma Moxer,
HarprMep, OTIPABUTD «3apaKeHHBIE» COOOIIEHUsI BCEM PECIIOH/IEHTaM, aipeca KOTOPHIX UMEIOTCS B
azipecHol KHure Bameil moutoBoil mporpammsl. [TomrMo 3arpy3ku ceTu B pe3yJibTaTe
JIABUHOOOPA3HOTO PaCHpOCTPAaHEHUs1, CETEBbIE Y€PBU CIIOCOOHBI BHIMIOJHSTH ONACHBIE AEHUCTBUSI.

TpostHCKMEe TPOrpaMMBbl He pa3MHOKAIOTCS M He PACCHUIAIOTCS CaMH, OHA HUYETrO He YHUUTOXAIOT Ha
BallleM KOMITbIOTEpE, OJJHAKO MOCIISICTBUS OT UX JEeSTEIbHOCTA MOTYT OKa3aThCsl CAMBIMU
HETNPUATHBIMU U OIILyTUMBIMH. 3aa4a TPOSHCKOU MPOrpaMMbl — 00ECTIEUHUTh 37I0YMBIITUICHHUKY
AOCTYI K BaieMy KoMIbIOTEPY U BOBMOKHOCTD YIIpaBjieHHsI M. Bce 3To mpoucxo T oYeHb
He3aMeTHO, 0e3 3(peKTHBIX MposiBiieHui. [TpocTo ogHax e Baia yacTHas nepernucka MoxeT ObITh
ory6yimkoBaHa B MIHTepHeTe, BaxxHas OuzHec-MH(OpPMaIIUs MpoJaHa KOHKYpeHTaM, a OajiaHc
JIMIIEBOTO CUeTa y MHTePHET-TIPOBaiiepa WK B JIEKTPOHHBIX TUIATEKHBIX CUCTEMaX HEOKUJAaHHO
OKaXETCsI HYJIEBBIM MJIM OTPUIIATEITbHBIM.

Bbe3onachoe ucnonvzoeamue 3.1eKmpoHHOL noumel. SIBASAACH yIOOHBIM BUJOM CBSI3U, KaK JIMYHOM, TaK
U JIJIOBOM, 9JIEKTPOHHAS TIOYTA OCTAETCSI OJJHAM M3 CAMbIX MOIYJISIPHBIX CIIOCOOOB pacrpoCTpaHEeHHU s
BPENOHOCHBIX ITporpamm B MHTEpHETE.

OO6BIYHOE COOOIIEHNE JIEKTPOHHOM TTOYUTH — 3TO MPOCTO TEKCT, CaM Mo ceOe OH He MOXET OBbITh
onaceH. Ho K coo0mieHnio MOXHO IPUKPENUTh (paiii, Ha3bIBaeMbIH (pailjioM BIOKEHUs WK (hailyioM
NIPUCOEAMHEHM S, KOTOPBII BIIOJIHE MOKET OKa3aThCsl BPEJIOHOCHOM MPOrpaMMON MM 3apaskeHHbIM
BUPYCOM (paitjioM.

TAKTUKA BOPbEbBI C BPEITOHOCHbBIMU ITPOI'PAMMAMU. BpenoHocHble IpOrpaMMbl
cpabaThIBaIOT pH 3amycke Ha Bamem kommbiotepe. TakTrka 60phOB ¢ HUMU JIOCTaTOYHO MPOCTA: HE
JOMyCKaTh, YTOOBI BPEJOHOCHBIE ITPOrpaMMBI Monaaamu Ha Bam kommbiotep; eciiu oHu k Bam Bee-
TaKy MONaJIM, HA B KOEM CJIy4ae HE 3aIlyCKaTh UX; €CJIM OHU BCE K€ 3aIlyCTWIUCh, TO IIPUHATH MEPHI,
YTOOBI, 10 BO3MOXHOCTH, OHU HE PUUNHWIN YIepoa.
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KAK YBEPEYLCA OT ITOJIYYEHN A BPEAJOHOCHDBIX I[TPOI'PAMM. Eciu B nonyunim
coo0IIeHe C BUPYCOM, 3HAYUT, BbI yke HEBOJILHO BBITIOJHWJIM TIEPBBIH [Iar Ha MyTH K 3apakeHHIO
Bamero komnblotepa, MOCKOJbKY ONACHbIN (pailyl coxpaHUiICcs Ha kecTKoM aucke. [Toka 3To He
(haranbpHO, HO OYEHB OMACHO, TIOITOMY, IPEK/IE BCETO, HEOOXOIUMO MPEANPUHSITH MEPHI K TOMY,
YTOOBI TOTO HE MPOUCXOANIIO BIIPE[b.

YV MHOruX OnepaTopoB CBSI3U UMEIOTCS Ha TTOYTOBBIX CEPBEPAX (PUIIBLTPBI, OTCEKAIOIITIE
[IOI03PUTEJIbHBIE ITOCTIAHUA.

OpHako, HECMOTPS Ha OYEBUAHYIO 3(P(PEKTUBHOCTH OOIIECUCTEMHOTO (PUIIBTPA, U1 OOeCIIeYeHHs
©€30I1aCHOCTH €ro BCe-TaKU HEOCTATOYHO, MIOCKOJIBKY OH PaCcCUMTaH Ha 00e3BpEkKMBaHUE yike
M3BECTHBIX BUPYCOB, TOI/1a KAK HOBBIE BUPYChl MOI'YT O€CIPENATCTBEHHO NONaJaTh B IOYTOBBII
AwK. ITosToMy nosbp30BaTesnio HEOOXOAUMO MPUHATD JAONOJHUTEIbHbIE MePhbl O€30MaCHOCTH.

Cambli AefCTBEHHBIN CIIOCO0 OrpaguTh OT BPEJOHOCHBIX MPOrPAMM CBOH IMOUYTOBBIH SIIIIUK
—3aMpeTUTh IPUEM COOOIIEHHH, COAEPKAIIMX UCIIONHAeMble BJIOXeHus1. Eci aboHeHT BKIIIOYaeT
MOJ00HBIN (PUIILTP, TO BCE COOOIICHUS, COAEpKAIIIE UCTIOTHSAeMbIe (pailiibl, Oy IyT aBTOMATUIECKH
YAQISTHCS] HETTOCPEICTBEHHO Ha TIOYTOBOM CEpBepe.

HecMoTps Ha KaxyIyocs: paJIuKajJIbHOCTh IOJOOHOW Mephbl, OHa O4YeHb I(P(EeKTUBHA U B
OOJIBIIIMHCTBE CITy4aeB He MPUBOJUT K HEYJ0OCTBAM WJIM OrpaHUYEHUSIM BO3MOKHOCTE!
OJIb30BaTEIEN.

Bo-niepBbiX, Kak MpaBUIIo, 1O JEKTPOHHOM IMOYTE Yallle BCEro PacChUIAlOT JOKYMEHTHI U
n300paxeHusi, HO He MPOTrPaMMBI.

BO-BTOpLIX, B ClIy4ac HGO6XOIII/IMOCTI/I MOJIY4YCHU A TPpOrpaMMEbI 110 IIOYTE, MOKHO OOTOBOPUTHCA C
OTIpaBUTEJIEM, YTOOBI OH TMPEJBAPHUTENIHHO YIIAKOBAJI €€ C TIOMOIIBIO KAKOro-JIM00 apXUBaTopa,
Hanpumep, Winzip win WinRar. Ilonb3a nosnyunrces qBoiHasi, HOCKOJIbKY pa3Mep MOJTy4YeHHOTO
(paiina-apxuBa 10JoKeH O BITh TOPa3[o MEHbIIE pa3Mepa U CXOAHOTO (paiia.

Nmeertcs emeé oauH crnocod He COXPaHATh MOA03PUTEIbHbIE COOOIIEHNSI Ha CBOEM KOMITBIOTEPE.
Hapno cHauana npocMaTpuBaTth TOJIBKO 3ar0JIOBKU COOOIIEHUH U YIaJIATh HEHYKHbIE MMCbMa
HEMoCpeICTBEHHO Ha CepBepe, He CKauMBasi X Ha CBOW KOMITbIOTEP.

KAK 3AITPETUTD BBIITOJIHEHME BPEJOHOCHBIX [TPOI'PAMM.

BBIBaIOT 00CTOATENBCTBA, MTPU KOTOPHIX HEBO3MOKHO OPraHU30BaTh PadOTy TaK, YTOOBI HE MOJIy4aTh
COOOIIEHHsI ¢ UCTIOTHSIEMBbIMU (haitiamu. B 3ToM ciiydae ecTb BEpOSITHOCTb MOJTYYUTb COOOIIEHHUS C
BPEIOHOCHBIMH ITPOTrpaMMaMK. 3HAYHT, HEOOXOJMMO NPUHSTH MEPBI, YTOOBI BPEOHOCHbIE
MIPOrpaMMBbl HU B KOEM CJTydae He ObUIM 3aITylleHbl Ha BHITIOJIHEHNUE.
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Uro0sl 3amyCcTUTh (DAl BIIOKEHHS HA BHITIOJHEHUE, CJIEIyeT OTKPHITh COOOIIIEHNE B OT/IEIbHOM
OKHe, IBaX/Ibl IIEJIKHYB 110 CTPOKE COOOIIEHHS B CITUCKE (COOOIIEHUE C BIOKEHUEM ITOMEYEHO
CKPETKOM) ¥ OTKPHITh (DaiijI-BIIOKEHHE, IBAXKIBI IETKHYB 10 UMEeHH (paiijia B 3ar0JIOBKE COOOIIeHU S
(none «ITprcoeauHUTH» ).

VunteiBas ckazaHHOE, HEOOXOIMMO B3ATh 32 MPABUJIO: HE OTKPBIBATh COOOIIEHNE (IBAXIbI IIETKHYB
MBIIIKOW), OCOOCHHO €CJI OHO MPUIILIO OT HEU3BECTHOTO OTITPABUTES.

TexkcT MOKHO MPOYUTATh B PEKUME OBICTPOrO IPOCMOTPA: KOT/Ia TIPY OJJUHOYHOM IIETYKE MBIIITKON
Ha COOOIIEHNH B CITUCKE TEKCT COOOIIEHHSI OTOOPakaeTcsl He B OTJEIBHOM, a B OCHOBHOM OKHE
nporpammbl. Bce mogo3putesibHbie COOOIIEHUS Clie/lyeT HEMEUIEHHO YIAJISATh.

Huxkorga He oTKpbIBaiiTe cpa3y NpucjiaHHble (PailjIbl-BJIOKEHUS], B TOM YHMCJIE [TOJIyYEHHbIE OT ApY3€ei,
KOJIJIET WM OT UMEHM U3BeCTHBIX (pupM. IIpuHnMaiiTe BO BHMMaHKE, 4TO COOOILLIEHUs OT SKOOBI
3HAKOMBIX JIMI] MOTYT OKa3aThCsl pacChUIKaMU, OTIIPABJIIEHHBIMU CETEBBIMU YepBAMU. Takxke umeire
B BUJly, 4TO O€3 Balllero BeJjoMa HU OJ/lHa yBaxkaeMasi OpraHu3ainus He OyJeT pacchulaTh (paidsibl, 1axe
€CJIM 9TO BaKHbIE IaHHBIE, TAKUE, KaK OOHOBJICHUSI CUCTEMBI MJIM OUepe/iHasl 3aIUTa OT BUPYCOB.

Oopamaiite BHUMaHKe Ha paciupenue ¢aina. OcoOyio OracHOCTh MOTYT MPEICTABIATH (DANIBI CO
clenylMMy paciuvpenusaMu: *.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.eml,
*.exe, *.hlp, *.hta, *.inf, *.ins, *.isp, *.jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.pcd,
* pif, *.reg, *.scr, *.sct, *.shs, *.url, *.vbs,*.vbe, *.wsf, *.wsh, *.wsc.

BpenoHocHble (hailiibl 4acTO MaCKUPYIOTCS MO/ OObIUHbIE TpapuuecKue, ayano- 1 Buaeodaitbl. s
TOr0, YTOOBI BUJETh HACTOSIIIEE paciiipenue (aiia, 0053aTeIbHO BKIIOUUTE B CUCTEME PEKUM
OTOOpakeHUs paclIMpeHuit (pansoB.

BynpTe 0YeHb OCTOPOXKHBI MPH MOJYYEHUH COOOIIeHNH ¢ (arinaMu-BioxeHusmu. [logo3purenbHbie
COOOIIeHHUS JTydllle HeMeJIEHHO YAIATh. YTOOB yaauTh COOOITIEHNEe B TIOYTOBOW IIPOrpaMme
MOJIHOCTBIO: yIAUTe COOOIIeHNe U3 Manku «Bxosinue»; yaanure cooOIeHne U3 marku

«Y aieHHbIe» ; BBITIOJHUTE HaJ| nankamu omnepanuio «Cxatb» (Paiin/Ilanka/CxaTh Bce MaNKM).

3AIIUTA SJIEKTPOHHOW TTOYTHI. K coxkaieHuio, HENIb3S UCKITI0YATH clIyyau, Korjaa
npuchLIaeMble (paiiiibl Bce-Taku OyayT 3amyiieHbl. OQHAKO U B 3TUX CIIy4YasiX MOXKHO MPUHSITD
KOHTPMEDHI.

B nepBy1o ouepenp, cieaute, 9ToObI y BaC ObUTH YCTAHOBJIEHBI CAMBIE MTOCTIEJHAE OOHOBJICHUS
MpPOrpamm.

HemimarM OynieT ycTaHOBUTH TIEPCOHATIbHBIN MexceTeBoi kpaH (firewall). B HéM cnenyer ykazarb
MCUEPIBIBAIOIINI CIIMCOK MPOrpaMM M JOCTYITHBIX UM TIOPTOB U cepBHCOB. Kak ToNbKO Kakas-moo
HE3HaKOMasl IIporpaMma MomnbITaeTcsi OTHPaBUTh MOYTY, OHA TYT ke OyaeT oOHapyKeHa, ¥ 3apa3a He
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pacripoctpaHuTcs ¢ Baiero koMmnbiotepa Jajbliie.

Kpome toro, oTciexuBaTh U OJOKMPOBATH OMACHbBIE AEHCTBHUSI, KOTOPBHIE MOTYT BHIIIOJIHSITh
BpEJOHOCHBIE IIporpamMmbl (oOpallieHre K (paiiiam, 3arpy304HOi 00J1aCTH JUCKA, CHCTEMHOMY
PEecTpy H T. I.), CIIOCOOHBI CTIEIMAJIbHBIE TPOrPAMMBI-CTOPOKA, OOBIYHO BXO/SIIIE B COCTaB
AQHTUBUPYCHBIX NakeToB. OHM aBTOMAaTHUYECKH 3aITyCKAIOTCS Ha BBIOJIHEHUE IIPU 3arpy3Ke
OIepaliMOHHON CUCTEMBI M HE3aMETHO ITPOCJIEKUBAIOT AEUCTBUS MPOTPAMM.

Cnenyet oOparate BHUMaHHUE Ha TO, YTO MPOMCXOJUT Ha BallleM KOMIIbIOTEpPE BO BPEMsI ceaHca
cBs3u ¢ MuTepreroM. Eciiu Bel 3ametuTte, 4to B TO Bpems, Korja Bel He BBIIOIHsAETE HUKAKUX
AEWCTBU, HE MPOUCXOANT OOHOBJIEHUE AHTUBUPYCHOTO MPOrPAMMHOTO 00eCTieYeHusI U
KOMIIOHEHTOB OIEPAIl[MOHHON CUCTEMBI, @ MHAUKATOP AKTUBHOCTU Nepe/lauy JaHHBIX IO CETH
TOBOPUT 00 0OpPAaTHOM, HEMEJIEHHO MTPEKPATUTE CBSA3b U MPOBEPhTE KOMIBIOTEP AHTUBUPYCHBIMU
nporpamMmmamy. MIHAMKaTopoM aKTUBHOCTH PaOOThI C CEThbIO MOKET CJIY)KUTh BHELIHUN MOJIEM
(JTaMIIOYKHM MUTaioT), 3HAYOK JIByX COETUHEHHBIX KOMIIBIOTEPOB, MMOSBJISIOIMICS MPU YCTAaHOBJIEHUH
CBSI3M BHU3Y HA NaHEe/H 337124 (MUTaer).

OBIIIVME PEKOMEHJALIMH T10 OBECITEYEHUIO BE3OITACHOU PABOTHI B MHTEPHETE
1. YcranoBuTe aHTUBUPYCHOE MPOrPaMMHOE 00eCTIeYeHHe C CaMbIMU TTOCTIEAHIMU
OOHOBJIEHUSIMU aHTUBUPYCHOM 0a3bl. PerynsipHo OOHOBIISIATE aHTUBUPYCHBIE TPOTPAMMBI
MO0 pa3perniaiTe aBTOMaTHYeCKoe OOHOBJICHNE

IIPY 3apOCce MPOrpaMMBl.

1. OtcnexuBaiTe MOsIBICHNE HOBBIX BEPCUI ONEPAIIMOHHBIX CHCTEM U CBOEBPEMEHHO
yCTaHaB/IMBaiTe OOHOBJICHUSI K HUM, YCTPaHSIOIUe 0OHApYKEHHbIE OIIMOKH.

ITo BO3MOHOCTH OTKa3bIBANTECH OT UCIIOJIH30BAHMUS CTapbIX ONCPALMOHHBIX ITPOrpaMMm B IIOJIb3Y
Ooitee COBPEMCHHBIX.

PeryssipHo 0OHOBIISIITE TIOJIB30BATEILCKOE MPOrPAMMHOE OOecTieueHre 1Jisi paboThI B CETH, TAKOe
KaK MHTepHeT-Opay3ep, OYTOBbIE TPOrPaMMBI, YCTaHABIMBAsA CaMble TIOCIeJHUE OOHOBJICHUS.

[ToMHUTE, YTO OOHOBJIEHUSI OTIEPAITMOHHBIX CUCTEM Pa3padaThIBAIOTCS C yYETOM HOBBIX BUPYCOB.

1. Hactpoiite onepaiimoHHYI0 CUCTEMY Ha CBOEM KOMITBIOTEPE TaK, YTOOBI 00ECTIEYMBATICH
OCHOBHBIE ITpaBUJIa O€30MaCHOCTH MPH padoTe B CETH.

He 3a0yapTe MOAKOPPEKTUPOBATh HACTPOMKH MOYTHI, Opay3epa M KJIMEHTOB APYTUX UCIIOJIb3YEeMBbIX
CEpBHUCOB, YTOOBI YMEHBIIIUTb PUCK BO3JEHCTBHS BPEJOHOCHBIX MPOrPaMM U MO/IBEPKEHHOCTD
CEeTEeBBIM aTaKaM.
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1. Hukorna He ycTaHaBIMBanTe U HE COXpaHsUTe Oe3 MpeaBapUTeIbHON MPOBEPKH
AHTUBUPYCHOM MPOrpaMMOil hailibl, MOTyUYEeHHbIE U3 HEHA/IE)KHBIX UCTOYHUKOB: CKaUaHHbIE C
HEU3BECTHBIX Web-CailToB, MPUCTAHHbIE 110 JIEKTPOHHOM MOYTE, MOJTyYeHHbIE B
tesiekoHpepeHnusx. [logo3puresnbHbie (aiisbl dydille HeMeIJIeHHO yaansaTh. [Iposepsiite Bce
HOBBIE (Dailiibl, COXpaHsieMble Ha KoMmbloTepe. [leproanyecku mpoBepsiTe KOMIbIOTED
MOJHOCTBIO.

2. ITo BO3MOXHOCTH, HE COXPAHSITE B CUCTEME MapoJiv (111 yCTAHOBKU COEIMHEHUH C
WuTepHerom, 1J1si 9NEKTPOHHOM MOYTHI U JIP.) U MEPUOANYECKU MEHSIUTE HX.

[Tpu nosnyyeHnn U3BELIEHUI O HEIOCTaBKe ITOYTOBBIX COOOIIEHUI oOpallaiiTe BHUMaHUe Ha
MIPUYUHY U, B Clly4yae aBTOMATUYECKOT'O OMOBELIEHUS O BO3MOKHOM OTIPaBKE BUpYCa, HEMEIJIEHHO
NPOBEPANTE KOMIbBIOTEP AHTUBUPYCHOM ITPOr PAMMOM.

1. PerynsipHo BRINOJHSNTE pe3epBHOE KOMMpPOBaHUE BaxkHOW uHGpopMmalmu. [logrorossre u
XpaHUTE B JIOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIid AUCK. B ciyuae nogo3penust Ha
3apakeHre KOMITbIOTEPA BPEIOHOCHOM MPOrpaMMON 3arpy3uTe CUCTEMY C JUCKa U TPOBEPhTE
AHTUBUPYCHOM MPOTPaMMOIl.

[Tomuure: ecniv Bol uim Barmm Gyim3kue ctayim skepTBaMy MOIIIEHHUKOB WM Bbl moj1o3peBaere, 4To B

oTHoueHuu Bac IJIAaHUPYIOTCA ITPOTUBOIIPABHBIC HeﬁCTBHH — HE3aMEAJINTEJIbHO O6paTI/ITeCL B
MMPaBOOXPAHUTEIbHBIC OPraHbl.

22 Hosops 2021 15:51

Aodpec cmpanuypi: https://mordovia.sledcom.ru/Kabinet_kriminalistiki/Pamyatka-Kak-ne-stat-
zhertvoj-kiberprest
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